Abstract awareness of their environment and internal state, fulfills the need of dynamic spectrum access for higher spectrum utilization. However, at the same time, the use of cognitive radios further complicates the security problems in wireless networks and introduces additional challenges for a counter measure. Due to the intelligence of the attackers, many of the attacks may be stealthy by nature, such as the anomalous spectrum usage attacks, which usually cannot be detected only using information from one layer of the protocol stack. In this paper, we propose a crosslayer model for anomalous spectrum usage attacks detection with stealthy jammer as a prime example. Quickest detection technique is adopted and embedded in the proposed framework since the attacks usually happen at unknown time and are unpredictable due to the lack of prior knowledge of the attackers. A case study is performed by combining physical layer spectrum sensing with multipath routing at the network layer. The results demonstrate the effectiveness of the proposed approach.
I. INTRODUCTION
Radio spectrum is a very valuable resource and it has been determined that allocated spectrum bands are sometimes lightly used. With the increase of traffic demands in wireless communication systems and the shortage of available spectrum below 3GHz, Cognitive Radio (CR) [1] based on Softwaredefined Radio (SDR) is developed in recent years as the enabling technology for dynamic spectrum access, which is a promising scheme for improving spectrum utilization. From the policy side, as the proliferation of wireless devices have crowded the unlicensed spectrum bands, regulatory bodies such as the U.S. Federal Communications Commission (FCC) have begun to open additional bands for use by unlicensed devices. Many emerging standards such as the IEEE 802.22 [2] and the IEEE 802.11af [3] help transfer cognitive radio research to practical implementation.
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in network security. Specifically, because the capability of sensing and exploring a wide range of frequencies and opportunistic usage of spectrum become common in cognitive radio networks, it is easier for the attackers to launch sophisticated attacks in such networks. For instance, the attackers may pretend to be a licensed primary user, and carry out the primary user emulation (PUE) attacks [4] . The attackers may also explore the spectrum themselves, and conduct smart jamming [5] , [6] . A common characteristic of these attacks is that they cause anomalous spectrum usage and disrupt the dynamic spectrum access, thus we termed them "Anomalous Spectrum Usage Attacks" (ASUAs) in the context of cognitive radio networks [7] .
Because of the "stealthy" nature of anomalous spectrum usage attacks, detection of such attacks often requires advanced methods that leverage on information from multiple layers of the protocol stack. For example, in the case of PUE attacks, a recent study show that comparing clustered information from spectrum sensing at the physical layer and MAC addresses can identify the attacker [8] . If location information is used for detection of PUE attacks, then topology control information from the MAC layer is useful, although localization using Received Signal Strength (RSS) may be difficult in reality due to the volatility of RSS.
Another prime example is stealthy jamming attacks. In this case, the jammer is assumed to have similar capabilities of a CR user and it is able to monitor the spectrum and observe other users' activities. A stealthy jammer only start jamming after a legitimate transmission is detected, and it will stop jamming as soon as the legitimate transmission stops. In most spectrum sensing algorithms, the CRs will sense the spectrum during a quiet period [9] , i.e., the CRs do not transmit during spectrum sensing. As a result, the jamming activities will not be picked up by the popular spectrum sensing methods such as energy detection at the physical layer because the stealthy jammer will be silent during the spectrum sensing. However, it was shown in our preliminary work that this type of jamming will cause change at the network layer, specifically it will cause changes in the distribution of the obtained multiple paths from routing [7] . If the stealthy jammer targets channels selectively, say the common control channel (CCC), it is even harder to detect using only information at the physical layer, but with collision monitoring at the MAC layer, a strong RSS and high collision rate indicate a potentially jammed CCC.
Based on the above discussions, we propose a cross-layer approach to detect anomalous spectrum usage attacks in cognitive radio networks. We firstly provide a general framework, with detailed guideline on how to apply this framework to PUE attacks and stealthy jammers. Since the PUE attack has been studied extensively, e.g., see [10] for a survey, we concentrate our attention to other anomalous spectrum usage attacks such as stealthy jammers, and provide a detailed case study. Stealthy jammer can be considered as an intelligent reactive jammer [6] . It is shown in [11] that single type of measurements fail to detect such jammers, and thus two consistency checks were proposed. The attacks by stealthy jammers can become more sophisticated in cognitive radio networks, and further improvement on detection technique is desired.
In this paper, a general framework is firstly introduced in Section II. Then a case study for detection of stealth jammers is examined in detail in Section III. Related works are discussed in Section IV. Section V contains the concluding remarks.
II. FRAMEWORK
In this section, we firstly specify the model of the cognitive radio network and the attacker. Then the cross-layer detection framework is illustrated.
A. Model
In this study, we consider a cognitive radio network covering a large geographical area such that the spectrum availability is location dependent 1 . Each CR user i has an average transmission range of r . These ranges depend on the path loss and shadow factor. The CR users rely on multi-hop paths for communications. It is assumed that the topology of the CR network would not change dramatically during one routing cycle or one data transport session. This assumption covers many important real world applications, such as fixed wireless networks, or network with low mobility or group mobility. It is assumed that the attacker has similar capability of the CR users, i.e., the attacker has similar transmission range and power as the CR users and it is able to monitor the spectrum and observe other users' activities. Only anomalous spectrum usage attacks are considered in this work, other attacks not specific to CR networks such as eavesdropping and traditional routing attacks are out of the scope of this paper. An example of the multi-hop CR network under stealthy jamming is shown in Fig.1 , where node S and D are the source and destination, respectively, and primary users are not drawn for simplicity of presentation. Suppose the stealthy jammer is intelligent and selectively jam important packets such as the routing packets, the resulted paths will be affected dramatically. 1 The case where all CR users have the same spectrum situation is a special case of the proposed model.
It is assumed that the CR nodes perform periodic spectrum sensing. There exist many algorithms for spectrum sensing and the proposed method does not require any specific algorithm to be used by the CR nodes. Each CR node determine whether there is enough channel available for the traffic demand based on its perceived spectrum situation. As the spectrum availability is location dependent, the coverage of the network is assumed to contain G areas with at least one CR node in each area. For instance, there are 9 areas in Fig.1 . A MAC layer module may keep monitoring the collision rate for each area. However, due to hardware limitations, each node can only monitor one channel at any given time. Similarly, the packet delivery ratio (PDR) can also be monitored at each node.
Although many studies proposed to use various information from multiple layers and from different users/nodes in the network, the proper method for collecting those information is not discussed. Note that collecting all the physical layer spectrum sensing results to a central node to perform collaborative spectrum sensing in a large multi-hop CR network requires a lot of overhead, both in terms of sensing a wide spectrum by each individual CR user and the bandwidth and delay incurred by reporting the results to the central node. On the contrary, using multipath routing in a multi-hop CR network covering a large geographical area is necessary to provide robustness and thus quality-of-service to CR users, where the end-to-end throughput is resilient to the dynamic behavior of the PUs [12] . Hence, an information collection mechanism is proposed here using Spectrum-Aware Split Multipath Routing (SA-SMR) [7] as a delivery vehicle for the purpose of data collection.
It is beneficial in cognitive radio networks since routing redundancy is desired to provide robustness against dynamic interruption from PUs. The proposed SA-SMR will not incur much overhead (except two additional fields on channel availability and load). Furthermore, the information provided by the physical layer spectrum sensing results and from the proposed quickest detection using the resulted paths from multipath routing usually complement each other and it can be used for cross examination to distinguish jammers from legitimate PUs. Figure. 1. An example of the multi-hop CR network under stealthy jamming.
B. Information Acquisition
The goal of this work is to lay out the framework for the detection of Anomalous Spectrum Usage Attacks in cognitive radio networks using a cross-layer approach. A three-step procedure is proposed. In step 1, after information from multiple layers is gathered, statistical analysis is performed. Then a discrepancy search is carried out to identify potential "troubles" in step 2, where results from multiple layers are compared, and potential attacks are identified. Based on the findings in step 2, further checking may be needed in step 3 to conclude a specific attack based on additional characteristics of the attack.
A flow chart of the proposed cross-layer detection procedure is given in Fig. 2 . Only Spectrum sensing and routing modules are drawn for simplicity. This can be extended to include modules from other layers. As an example, during a stealthy jamming attack, SS(i) at the physical layer may report no spectrum activities in area i the whole time, while the f (i) from the routing module at the network layer may experience significant change during consecutive routing events. Thus, after collecting all the information and obtaining statistics in the first step, it is suspected that there may be a stealthy jammer in area i by performing discrepancy search in the second step. Then an audit may be placed in area i in the third step, for instance, monitoring the packet drop rate at the MAC layer in area i.
For PUE attacks, information from other layers, such as the MAC layer, may be collected during step 1. In addition, specific audit of the suspected area may be performed by selectively injecting controlled interference to the potential attacker and subsequently observing its reaction. For many legitimate PUs, such as a cellular system, closed-loop power control is implemented for ensured quality-of-service. When the interference level is up due to the injected transmissions, the PU receiver would experience lower signal-to-interferenceplus-noise ratio (SINR) and feedback this information to the PU transmitter. Then the PU transmitter would increase its transmission power to compensate for the interference. On the contrary, a PUE attacker would not have a corresponding receiver and thus would not respond to the interfering signal the same way as the legitimate PU does. There may be cases where the PU system is a broadcasting system and does not have the closed-loop mechanism, such as in TV systems. However, in those cases, the data of location, transmission power and effective receiving range of TV stations are publicly available.
With the general framework outlined, the details of statistical analysis are given below, and the emphasis is on statistical analysis using time series data.
1) Statistical analysis using snapshot data: When only snapshot of data available from the physical layer and the network layer, simple statistical measures can be used to determine whether there exists discrepancies among the data from different layers. As an example, if the physical layer report abundant amount of available channels in an area, yet the nodes within that area hardly appear in the resulted paths, then a potential jamming may occur. However, this may be due to other reasons such as the area is not on the path of the source destination pair, such as nodes M and N in Fig.1 . Since only snapshot data is available, this detection may have high false alarm rate because lack of comparison to historic data. Thus, we focus on the case where time series data is used for statistical analysis.
2) Statistical analysis using time series data: Contrary to the static case, here we take advantage of the time series measurements of certain observables from multiple layers. This is motivated by the fact that the probability distribution of appropriately chosen observables will change when attack happens. Since the time of the attacks are unpredictable, we may apply quickest detection methods [13] to detect the changes in distributions of certain observables at each layer of the protocol stack. The proposed multi-layer quickest detection will minimize the average detection delay while maintaining acceptable false alarm probability.
It is assumed that the data from different layers are mutually independent. However, the observations in each layer are not i.i.d. before and after the change. Let Y i n be a sequence of observations from the i th layer. Assuming that the probability distribution before change is p i 0 , and the probability distribution after change is p i 1 , and the change occurs at an unknown point in time, say at n i * . Thus the conditional probability density function (PDF) before change (Hypothesis 0,
Then the loglikelihood ratio (LLR) is given by
If the Page's cumulative sum (CUSUM) test [14] is adopted, the following iteration can be used for statistics
with initial condition U i (0) = 0. Denote the time of detection, i.e., at which point it is declared that a change has occurred,
C. Cross-layer Detection
where θ i is a pre-determined threshold and has to be carefully chosen. It will have significant effect on the performance of the algorithm, as we will see in the case study later. Then the detection delay is r i = n i d − n i * . Define two average run lengths (ARL) [13] to measure the performance of the quickest detection as follows
where
Note that when the statistical knowledge of the observables prior to and after the attack on the network is not available, or very hard to estimate, non-parametric version of the sequential detection algorithm is suggested. When the detection from multiple layers are collaborative, then the detection can happen at
III. CASE STUDY: JOINT PHYSICAL AND NETWORK LAYER QUICKEST DETECTION OF STEALTHY JAMMER
In this case study, we apply the proposed cross-layer framework to detect stealthy jammers in a multi-hop CR network by leveraging information from physical layer spectrum sensing results and the obtained paths from routing. We formulate a quickest detection problem to catch such smart jammers. Specifically, according to the obtained paths from multipath routing along time, a non-parametric version of the Page's cumulative sum (CUSUM) test [14] is proposed to detect change in distribution of the obtained paths, subject to a maximum allowable false alarm rate. Then comparing to physical layer spectrum sensing results, the smart jammer can be identified and located.
A. Quickest Detection Algorithm
The effect of location-dependent channel availability is significant in a multi-hop CR network which requires multihop communications for traffic sessions. As a result, certain statistics of resulted paths from multipath routing can reveal potential "troubled" areas in the network, which provide ground for cross-layer examination. In order to obtain good performance, an observable needs to be carefully selected such that before an attack, the distribution of the observable remains normal, and an attack will result in sharp change of statistics of the observable with high probability. There are two common approaches used to detect this type of change: sequential detection and batch-sequential detection [15] . Sequential detection is used here, because the statistics of the observations are calculated on-line during data acquisition which is advantageous.
In this work, we propose to use "the frequency of a node (secondary user) appearing in the resulted paths from routing" as a metric to categorize nodes. This is based on our preliminary result [7] that the Probability Mass Function (PMF) of this frequency changes dramatically when under ASUAs. Define N P as the number of obtained paths, m i as the number of times that node n i appearing in those paths, then the percentage of n i appearing in the resulted paths is given by
If a node never appear in any path, then f i = 0 for this node. On the contrary, if a node appears in every path, then f i = 1. We use this observable f i as the metric to put the nodes in different "bins", i.e., according to the percentage of that node appearing in the resulted paths from routing. Suppose there are total B bins, and a node n i will be put in bin j iff b j ≤ f i ≤ b j , where b j and b j are the lower and upper bound of bin j, respectively 2 , then the percentage of nodes belonging to bin j is given by
where h j represents the number of nodes in bin j. Ideally, the distribution before attack and after the attack are known a priori and the probability of the log likelihood ratio (LLR) can be used. However, an ASUA occurs at a random time and its effect on the distribution can vary. Thus the distribution after the attack is unpredictable and unknown. Therefore, only the distribution before attack can be assumed as known. Thus, we use a nonparametric approach. Specifically, it is appropriate to use a score function, v instead of using the LLR to detect changes in multiple bins [15] . The size of each bin is generally based on the set of obtained paths. We evaluate the mean value of g j , µ j = E[g j ], in the before and after attack distribution. The score function, v is selected so that it can indicate the changes of µ after an attack. The mean value, µ j = E 0 [(A 1,j , · · · , A t,j )], can be estimated during each t-th time interval, where A t,j , is the total percentage of nodes in the t-th time interval in the j-th bin. The score function is defined as:
Once the attack occurs, the CUSUM-type statistic becomes
for the j-th bin, where n * is the change-point. Then the decision rule is Attack is not presented; if C n,j < θ Attack is presented; if C n,j ≥ θ ,
where θ is a pre-determined threshold. θ has to be carefully determined and it will have significant effect on the performance of the QD algorithm, as we will see in the numerical results later. Similarly, which bin should be the observable for QD should be also carefully chosen. Suppose a specific bin is selected, say the jth bin, the declaration time for the jamming attack is obtained by the following stopping rule:
It can be shown that the average detection delay is related to the detection threshold in the following manner
B. Simulation Results and Analysis
In this section, we present the numerical simulations to demonstrate the performance of the proposed scheme. We analyze how parameters such as the detection threshold will impact the average detection delay (ADD), probability of false alarm, and probability of detection. The simulation results are obtained in a 2500mx2500m square area in which there are 10 licensed channels. One PU is present that randomly turns on and transmits on a number of randomly distributed (uniformly from 1 to 10) contiguous channels during an on-period. The PU has a circular interference range of 500m and the SUs located within this area cannot access those channels occupied by the PU. There exists 50 SUs which are randomly deployed in the network in which each user has a sensing range of 300m. The smart jammer is randomly located in the network and has a circular interference range of 300m. It is assumed the jammer will block all routing packets.
An example scenario is shown in Fig. 3 in which 68 paths were discovered in the presence of a jammer and a PU. The nodes in the interference range of the jammer do not have any available channels to use since the jammer uses all of the channels. However, some paths are created within the interference range of the PU because there are still a few channels available. We created 200 time series of routing events, with each series containing 20 time intervals. During each time interval, a source-destination pair is randomly selected and SpectrumAware Split Multipath Routing is used to obtain the paths. We select the bins according to a 10% spacing, i.e., b j −b j = 10%, for j = 1, · · · , 12. For instance, a node n i never appear in any path (f i = 0) belongs to bin1, a node appears in 8% of the paths belongs to bin2, while a node contained in every path (f i = 1) is in bin12. We are particularly interested in the statistics of bin1 and bin12, because an attack would push more nodes to these 2 bins. In other words, under an Anomalous Spectrum Usage Attack, the nodes under the influence of the attacker would not participate in the routing process, thus they belong to bin1; similarly, the attack will also create choking point such that it will force many paths go through the same nodes, thus increase the number of nodes in bin12. Hence, we choose bin12 in this simulation study. In the following experiments, we assume that we have no knowledge whether the PU is on or off when performing QD. As a result, the mean before an attack, µ j , is estimated using mixed cases with half with PU on and half with PU off. In order to examine the effect of the threshold value for QD, we vary the threshold value from 0.1 to 0.5.
We plot the probability of false alarm in Fig. 4 and the average detection delay in Fig. 5 , respectively. It is observed that the average detection delay increases, while the probability of false alarm decreases, when the detection threshold increasing, as expected. The results show that when the detection threshold equals to 0.5, there will be very few false alarm, but the average detection delay would be more than 5 time intervals.
The tradeoff between the probability of false alarm and the average detection delay can be observed in Fig. 6 . A good compromise would be setting the detection threshold to 0.3, where the probability of false alarm is less than 2% (with PU off) and less than 7% (with PU on), while the average detection delay is merely 3.25 time intervals. It is also observed that with Figure. 6. Average detection delay vs. the probability of false alarm. PU on, both the probability of false alarm and the average detection delay increase, due to the fact that PU will occupy certain number of channels that would affect the routing of the SUs. However, it is interesting to notice that when the PUs behave inherently different from the smart jammers, such as a PU usually does not occupy all the available channels and block all the routing requests from its transmission range, then the proposed QD algorithm performs very well at identifying the smart jammers from legitimate PUs. Indeed, under the current parameter setting, the probability of false alarm and the average detection delay only increase slightly when the PU is on.
When the PU would occupy more channels and thus block more the SU's paths in its interference range, (this happens due to lack of channels to assignment, not jamming routing packets in out-of-band CCC, as the jammer does), the ROC curve in Fig.7 shows that we cannot make decisions based solely on QD using obtained paths, and cross-layer examination becomes necessary. The ROC curve is flat at 100% detection rate when cross-layer fusion is performed. Similar results can be obtained when SUs use in-band channels for routing.
increases.
IV. RELATED WORKS AND DISCUSSIONS
Anomaly detection systems, unlike typical signature based intrusion detection systems, model the normal network behavior which enables them to be extremely effective in finding and foiling both known and unknown attacks. An overview of recent anomaly detection techniques was given in [16] . As pointed out in that study, one of the challenges faced by anomaly detection system is high false alarm rate. In this work, we have taken into account the tradeoff between detection delay and false alarm rate using the quickest detection technique.
Sequential detection procedure for multichannel sensor systems was developed in [17] . Specifically, nonparametric version of the Page's CUSUM test was proposed for multichannel detection of a wide variety of attacks such as denialof-service attacks and worm-based attacks. These methods formed grounds for the quickest detection scheme proposed in this paper.
The authors in [18] proposed detection methods of anomalous transmissions in cognitive radio networks. They presented a network structure for dynamic spectrum access and formulate the anomalous usage detection problem using statistical significance testing. Their proposed methods make use of the characteristics of radio propagation. Cross-layer approach was not considered.
Anomaly detection was studied by Thottan and Ji for IP networks [19] . Specifically, statistical analysis was applied to Simple Network Management Protocol (SNMP) management information base (MIB) variables. These variables contain information pertaining to the different functions performed by the network devices. Abrupt changes are detected by comparing the variance of the residuals obtained from two adjacent windows of data. The authors concluded that reliable detection can only be made by combining measurements from different MIB variables.
Lightweight methods for detection of spoofing and anomalous traffic in wireless networks was considered by Li and Trappe [20] . The authors proposed noncryptographic mechanisms that do not depend on cryptographic authentication, such as a sequence number monotonicity detector and a joint traffic load and interarrival time detector. A multilevel classifier was also defined for practical implementation. Again, it is suggested that observations of multiple variables, such as the packet interarrival time and the background traffic, have to be made so that the detection can be effective. Anomaly detection using cross-layer approach was proposed for broadcast networks by Chiang and Hu [21] . Cross-layer detection of jamming for wireless ad hoc networks was considered in [22] . The authors of [23] studied a cross-layer method for detecting routing attacks in mobile ad hoc networks. Similarly, a cross-layer approach was proposed for joint MAC and routing attack in multihop wireless networks [24] . However, none of the above works addressed the specific anomalous spectrum usage attacks in cognitive radio networks.
The above studies together with many other works on detection of anomalous behaviors in cognitive radio networks (e.g., see works reviewed in [25] ) motivate us to consider a cross-layer detection scheme of anomalous spectrum usage attacks in cognitive radio networks. Furthermore, quickest detection method is adopted here to address the tradeoff between detection delay and false alarm rate.
V. CONCLUSIONS
In this paper, we proposed a framework for cross-layer detection of a type of stealthy denial-of-service attacks in multi-hop cognitive radio networks. Placing within a crosslayer framework, the proposed quickest detection algorithm is capable of detecting distribution changes at different layers with minimum delay while maintaining desired false alarm rate. It is demonstrated that cross-layer examination is critical when the effects of PU's behavior get close to those caused by the attackers. We plan to investigate the joint probability distribution of variables from different protocol layers and integrate multiple inputs from cross-layer variables into one representative statistic for detection in our future work. 
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